4} Enter the interface to operate related functions of the external application clowd platform

4.2.2.4 Data return function
Supports the transmission of result files, clowd notes and other data obtained from the task cloud host to the private network management platform. The transmission is paint-to-point transmission,
that is, from the Exter:nal network file server to the private network file server, This fransmission channel gan only be transmitted in one direction and is irreversible,
External network/private network file server used for file transfer, and the received files are encrypted and stored. File transmission and storage are
isolated in the directory structure, from single user to single user, and from log file to log file in order to prevent third parties from snooping and tampering,

and ensure the security of data transmission.

The external private network information synchranization funclion includes file synchronization, clowd note synchronization and task cloud host information synchronization.
4.2.2.5 Task note function
The task note component supports collecting, organizing and writing various types of information. It supports the creation of folders for classified sltl::rage, supports the
insertion of pictures and attachments, supports automatic savin_g'j. etc., making it easy to organize and summarize fragmented records such as new techniques and tactics and

usage experience formed during actual operations, and quickly synchronize to Private network and display
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4 2.2 6 Virtual machine management function

Supports management of virtual machines included in the platform, viewing corresponding IP or virtual machine status and time information, turning on or off virtual

machines and other operations.
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4.2.3 Link resource management function

In principle, there are no less than 3 access links to the external network platform, 2 TZ cover links ar:ld 1 scientific Internet link. The TZ cover
link is used for daily network combat environments; the scientific Internet link is used for daily access. use. Whether you purchase third-party link resources or
build your own links, all links must be in fully anonymous mode.

4.3 Security protection system

Security is the-foundation andl prerequisite for the application of integrated combat platfcurj'ns. On the basis of building a basic security system, we design security strategies,
build security barriers, and create security mechanisms from multiple dimensions such as idenlity authentication, data security, link security, anti-reconnaissance security, and security
management to ensure that TZ business actual work is highly concealad and Highly safe and highly reliable

4.3.1 Basic security system

The infranat platform should be deployed in the computer room n the user's jurisdiction, and the external network platform should be deploved in a safe and contrallable compuler reorm. & special security area

should be sat up in the computer room, and non-related personnel should nol be allowed to contact to ensure the physical safety of the machine.

Tha irernal and axtemnal nabworks ol the platiorm are physicaly isolated. The sacurilty of the intermal network relies on the protection systam of thea nebwork sacurity private network [such as daploved on the network sacurity private network). If fiere is no

Deployment, then create a new protection system. External network security, in aaditiu:un to the necessary security protection equipment, according to differant application r_'noﬂulef; of the external network,
Setup different security zones for fine-grained security protection. Safety protection eguipment, including but not limited to the security of each host system on the platform
Reinforcement, firewall, traffic Eilditir]g, intrusion detection equipment, APT attack detection equipment, honeypots, etc. Where conditions permit, please refer to etc.

Carry out safe construction according 1o the standards of Level 3 or above
o
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You can consider using masked idenfities to carr'_q; out the above-mentioned basic security system construction work.
4.3.2 Data security design
Data security refers to the-technical and management pmtegtinn measures adopted for the storage and transmission EEGII.IFH}I' of platform data. It is used to protect
computer hardware, operating systems, software and da!a frum-b-eiwg damaged, lamparédzvgllﬁﬁd leaked due to malicious reasons.
One is data storage security. The storage device has an industrial-grade high-reliability design, supports concurrent access, and ensures that a!l cloud services on the cloud platform .

It ensures uninterrupted_buginess for cumom.ars and pr&vantsl unauthorized access. Security meas-.nres_ind-ude‘.
1) Protect the integrity and confidentiality of key information such as user identification information and audit logs.
2) Effectively isulate the storage data of different cloud service customers in the cloud platform.

&) Vel comrespenting (eeinie: measures (o menfier storge hemner reseuress end slregs esiivers reseuress i reel Gns, previde Tnsly elemms for abnemel
sitL_Jalions: and n:_)-ti.fy nalavan.t raspun_sihlg_parguns_

4) There are corresponding measures at the physical and software levels, such as disk redundancy queues, regular bac_kups, redundant storage, encrypted
storage and isolated stbrage, etc., to prevent data loss or illegal access.

The second is data transmission security. Data transmission security means that data can be transmitted safely and completely from the extlemal network to the internal network,

without leakage of data and data sources during the process. Data transmission sacurily is achieved from three dimensions: access aer:ur!ty, data sacurity and transmission channel security.

1) The data recipient can use the whitelist_ method to control the source ﬂf the data, and use ne_hl_mrk security equipment to IT‘IDI:IitGl‘ and warn the
data in real time,

2) Data must be encrypted before transmission. Data cannot be encrypted or dacrypt?d during the transmission process. Data encryption must be one-time
encrypti_un_ After the transmisa_ir:m is completed, the recipient must verify the integrity of the data,

3) The transmission channel needs to use a covert link to hide both the sender and the receiver to p're'u'ent traceability. The transmission channgl needs to strictly contral the source
and destination of data, and adhere to the principle of minimizing access.

The third is the safety of the combat environment. Combat environment security is to ensure the security of the cloud Il1mst environment during the execution of tasks and meet the

following requirements:

1) Supports firewall enablement and configuration of the host operating system.
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2) Ability to conduct regular vulnerability monitoring on cloud hosts and perform patch updates in a timely manner,

3) Able to monitor the use of tools in the host, the opening of ports, etc., and provide early warning for abnormal situations to ensure the security of the

The fourth is tool platform security. Ensure the security of the tool platform through identity authentication and multi-dimensional access control, and ensure the security of the

toaol itself through security testing and encrypted storage to meet the following requirﬁants:

1) The tool platform can only be accessed within the private network and has no Internet access channel.
2) The toal platform has identity authentication to minimize access rights and ensure that only those with designated special parmissions can use the tool platform,

3) The tool platform restricts access to source IP.

4} Conduct a comprehensive security test on the ool itself to ensure that there are no loopholes in the test and prevent the safe operation of the cloud host from being affected after uploading.

5) Conduct security training for those with access rights, securely upload the toolkit through special encryption, |E’_‘d use a one-time

6) Authorize the use of tools, and they cannot be used without authorization.

4.3.3 ldentity authentication security
No real personai information (including but not limited to WeChat, email, phone number, police number, etc.), task information (including but not

limited to task content, etc.) will appear in any part of the external platform (including account number, user name, new content, etc.) Task number, participants,

etc.), and no confidential information shall appear.

: ]
The external network platform uses two-factor strong authentication and needs to use dynamic passwords, QR code authentication and other methods for two-factor authentication to prevent others
from malicicusly logging in.

fihelplatiarmlisesthighiintensityfsestintypaliciesiielprerentibuitetiorcelerackingofiplatiormliisemameslandlpasswordsithratghlblacklists¥eennectionllimifiimitsy

password error limits and other r_nethuds.

4.3.4 Security link design

The first is access link security: the intranet platform is in an isolated secure network and is not connected to the Internetl. Host creation for the external network platform requires that

the resource configuration information and tool authorization information in the intranet be transmitted to the external network platform using offline encryption.
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The semnd.is the security of the combat link: the external network platform does not directly cnnguct operations against the target, but must access the secure hidden link to mnducl_

work on the target. If thg combat link is interrupted, the cloud host needs to be disconnected from the network to avoid IP address leakage caused by direct conneclion to MB. .
The third is access link security: platform users need to access the combat host through a special access link.

Fourlh, backhaul link security; In order to ensure the security of the intranet platform, when data from the external network is transmitted to the infranet platform. the transmission channal
is one-way and irreversible, And the transmission link is Isolated from the acmss_link. W_he.n there is no qne-way data impurt.channel betwean the extermal network and the intar_nalnmwrk. the internal ~
network will actively capture the task data and notes transmitted to tha_gacum data cloud center. 'Eﬂ.fhen there iz no one-way data import channel between the extarnal network and the internal network, a
secure data cloud center must be established and deployed in & secure network domain [connected to the Internet, but with two-way access control and profection), and the internal network platform
must also bidapﬂyﬁd in another Within the secure network domain {connected to the secure data cloud center, but with two-way access control and protection). Task data and notes are encrypted
and transmitted to the secure data cloud center and stored encrypled. Thr.a intranet actively initialas an application to the secure data cloud center. After Fassing the carTﬁnn. the data and notes

ane enanypied and transmitted 1o the niransd
4.3.5 Anti-reconnaissance design
The first is covert camouflage: The external platform uses ultra-long random strings Tc: set login addresses and uses non-related name naming systems to covertly
camouflage the platform to prevent others from guessing thg address.
The second is content desensitization: the external platform uses desensitized text, logo naming related functions, and tab pages. All information on the external platform must be
Nathing ta da with business.
The third is platform code security: developer information cannot exist in the platform code, and information related to developers and platform functions cannot exist in
the annotation information. Code audits and security tests are required before t_he platform is released to prevent it from being E}-:plcliled. by attackers. .
Fourth, trace removal: the platform will not store any user-related information or usage trace information.
The fifth is security cover: Platform development, line rental, computer room rental and other businesses need to be handled using a cover identity to prevent
Stop being traced and located. The system, language, time zone, font, system envirenment, input method, etc. used by the external platform must all be in non-Chinese languages. all
The configuration inform ation ks configured acoording lo e prolecied dentdty.

The sixth is self-destruction processing: after detecting a system intrusion on the external network platform, the netwerk connection is first blocked, and then the level of harm is assessed,

When the hazard level reaches a certain level, the seff-destruction process is initiated.
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4.3.6 Managing security design

The first is the managament system: organizations at all levels formulate corresponding managament regulations, form a dedicated, autharitanian, and dedicated managemeant model, improve the

management system, conduct strict review of personnel entering and exiting the computer room, conduct regular inspections of the environmental safety of the computer room, and pass the system Ensure people and

environment are reliable.

The second is safe operation specifications; through long-term actual combat accumulation and summary, safe cperation requirements for daily work are gradually

formed. The operations of relevant personnel must comply with security regulations. Any attack operations are based on tasks and will not attack targets privately.

The third is daily security management: Platform managers need to regularly audit the operations of platform users so that problems can be

discovered and resclved early.

4.3.7 Application security design

First, non-administrator permissions: The combat clowd host can only be logged in through non-adminisirator accounts, and corresponding group policies are configured, such as prohibiting

modification of registry entries, prohibiting accass o system directories, prohibiting modiication of nebwork configurations, efc

The second is the black/white list control mechanism: black/white list configuration can be performed on the network resources that the combat cloud host is allowed to

access, such as resfricting the resources that the cloud host can access based on domain names, IPs, ports, etc.
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5

Product parameters

Archibachin

B/ architecture

Deployrment method

local deployment

Task manag-w_mwnn support
Peracring] mrn_spu_m_nt_m support
User managemen funcilion suppaort
Points manarment Function support
Skille and tactics sharing function Suppﬂrt
Task statistics funcﬁurl support
Lul:lg management function support

Data resowrce management function support
Tamglate rescurce management functan support
Link resource management fncton support
Waapon resource m-:mmil function support

File import analysis function support
AP detection function support
Behavior analysis function support
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Frocess image analysis function

support

FPACP packet capture analysis function

support

Mabcious behavior screenshot function

support

Aephllesturs B/5 architecture

Ceployment medhod - local deployment
Task list display support
View cloud host information support

File import analysis fum:tiun support
AP detection function support
Behavior analysia function: support:

Efnoesa Il_'nqge an_alyslsl funntinn_ support:

PACP wcapu_n analysis fundtion . support

ma_iquun Iflal_'laviut E.crElElnshl.:‘t function support

Veapon storage ma.iﬁag'amaqt function: support

Weapon siorage mla'rflgar_r-al.'rl function support

Weapon infarmation Snnotation function Support
Weagon classification Wd storage function support
Weapen download logging support
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Weapan ahorization wpdale Tunclion support

Weapon upgrade update funclion support
Historical varsion tracing funclion support
Weapon update logging function support

Cloud host management fumeticn support
Templale mmqmu_‘ulfuru‘.‘lim . support:
Terminal access fumﬁun_ support
Data return fun{:tinn. Support
Task note function support

6 Product Deployment

6.1 Applicable environment

The intggr_ated_ combat platfarm .is a set-of pr_ofesslnnal system platforms that can achieve a high degree of business integration, efficient and intensive resources, efficient and practical
oollaporatiun. and build a m‘mplete securlty: systemn. It is suitable for netwnrlc.ﬁ teams o conduct oollaﬁc:nratlwe and Eﬂiclem operations lo achieve full integration of various resources,
Create safe and concealed technical measures, st:ientlf_]cglly manage TZ weapons am.i.eguimenl usage mechanisms, establish and imprm T t_aﬁk process specifications and other TZ
mwmm b e MFI’JE_..

6.2 Deploymerlt method

The integrated combat platform ks mainly divided into two parts, namely the intranet business comprehensive management platform and the external network combat application management platform. The il.'ltrEII'IE[
busginess comprahensive rmnag&rm-rit platform is deployved in the absolute intranet (can be deployed in the network security private netwark), and the a:-.'tama;I network combat application managememlplatfnrm is deployed
in & secure computer room that can connect to the Intermed. In order to lully ansura the security of inberaction between the internal and extarmal nelworks of the platform, when the internal network tra:nsmlls Instructions 1o the
external network, offline enq’yptad fransmission {n_nn-ph*,rsical mnnﬂ-cti;:lnj is used. When the external network platfarm returns data to the internal network platform, the data is tmmiﬁ‘Ed Fn one dirgction Elr'!d is
i the link. Add light gates io secwrely control data transmission,

(1) Integrated intranet business management platform
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The intranet business comprehensive management pl_atform is deployed in the intranet computer room where the user is located. In order to meet the functional needs of the intranet

platform and the basic operating environment, the platform deployment requires a high-performance server for resource monitorng, calling and data storage. Server-related The configuration

is as follows:

Corfiguration Envirerimant Device parameters

1. Control nodes and storage nodes support monitoring and calling the resource

usage of slave devices, and storing related data.

2. CPU:Intel 5218*2

3. Memory: 128G

Intramel server cunﬁgnrahnn

4. Metwork card: 4*GE

5. Disk controller: 6/12G RAID card supporting RAIDS

6. Hard drive: 960GSSD+6TSATA*S

7. Quantity: 1 unit

{2) External network combat application management platform
The external network combat application management platform is deployed in a sealre computer room that can be connected to the Internet. In arder to meet the basic functional applications
i

and basic operating environment of the external network platfiorm, the platform deployment needs to be equipped withea total of 6 servers of various types such as control nodes, computing nodes,

and sla}‘age nodes. , At the same time, in order to meet the needs of the combal environment, anonymous purchase kits are used to purchase ‘-.FF“? servers to build VPS clusters, in which the

number of concurrent WPS servers is no less than 30, fully ensuring multi-task execution needs. The server related canfiguration parameters are as follows:

Carfiguration Ervircameant Device parameters

1. Control node supports monitoring and calling the resource usage of slave

Control node server configuration 2. CPUlntel 4216%*2

3. Memory: 128G

4. Metwork card: 4°GE
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5. Disk controller: 6/12G RAID card supporting RAIDS

6. Hard drive: 480GSSD+4TSATA™4

7. Quantity: 2 units

Compute node server configuration

1. Computing nodes provide computing resources and virtualization capabilities.

2. CPU: Intel 5218*2

3. Memory: 128G

4. Network card: 4*°GE

5. Disk controller: 6/12G RAID card supporting RAIDS

6. Hard drive: 480GSSD+4TSATA*4

7. Quantity: 2 units

Slorage node sarver configuration

1. Storage nodes provide storage capabilities.

2. CPU:lntel 5218*2

3. Memory: 128G

4. Metwork card: 4*GE

5. Disk controller: 6/12G RAID card supporting RAIDS

6. Hard drive: 480GSSD+6TSATA*6

7. Quantity: 2 units

VPS server cluster

1. Single cloud host hard disk 21006

2. Cloud host concurrency 30 units

3. WPS are purchased using anonymous packages

4, IP addresses are all overseas addresses
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7 product advantages

= Highly integrated business

The integ rated_platfunn fully combines the characteristics of network TZ business, establishes a standardized task-oriented management macﬁanism, and’builds a
complete set of business processes from task release, reception, me-st:?f‘, mid-control, and post-processing, ar_n:l combines the business processes to form an integrated standardization
An integrated w_crking enviml_'lmenl, solidilied coverl secure access links, flexible task releasel. and approval management, and strict weapon use-all-promote thg highly

integrated and standardized development of business work in an all-round way.

= Efficient and intengive resource ulilzation

The il.'lll.agrated ;?Iatfor_m 1‘|.|II3,._r oombir'!e-_s t_r'le_aclual business direction of TZ, mgkes full use of virtualization technology and mu.lti-interfaoe collaboration .tar:h nolug"-,:', integrates
various combat environment resources such as links, weapons, techniques and taclica_required for TZ work, and provides combat resources, mmbqt emriru:.i_nrl'nent. The unified manégement and applir.atlinr'l_
of combat weaponsand-combat E'-eth::ds has created a cumm‘ahen_giua(%ntralizad and efficient management and usa platform that inl_agralas various resources such as emrirenrnanlgl management,
weapons management, and data management.
> Full platform virtualization
The entire platform uses iSoonStack technology to provide resource optimization and virtualization, which includes storage services, image management,
With network management, virtual machine management and other functions, users can simulate real network t_opolog}f and build their own network ar;r:nrdiﬁg to their own .n eeds. |
The natwark enwmnmarﬁ is configurad through a virtual host and a visual operation interface, which simplifies the tedious c‘.mﬁg‘ﬁarati{:n and does not require the user terminal to type commands.
Moreover, the operation logic is reasonably designed to be simple, efficient, and easy to expand. It is suitable for different neﬁvbﬂ{-to_polngy environments :and does nol reqguire
Repeat configuration is required.
> Deep security system
The integrated platform construction focuses on TZ'S_huSiﬁEEs environment neeFIs and combat environment needs, and ca rril_as c_:nut a safe and reliable security protection system
design, formulating a high-intensity security protection strategy. According to various requirements such as safety regulations and safely standards, from physical security to equipment .

security Carry out comprehensive and detailed planning and scientific design from multiple dimensions such as application security, data security and management security, so as

to protect the entire platform and prevent damage and attacks.
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1 Introduction

In recent years, with the cqntinunus development and construction of network TZ teams and TZ laboratories at all levels, the level of technical personnel
reserves and equipment construction of public security network TZ teams at all levels has reached a certain level. The professional network TZ laboratory team focusing on
"team building, capacity building, infrastructure construction, and equipment construction” has achieved good results in combating various network illegal and criminal
activities, obtaining key clues and intelligence to protect national security, and has also demonstrated its The network TZ team will play a decisive role in the future work
of guarding, governing, and maintaininEfyberspace_

However, with the development of the Internet and 5G and other mobile networks, network TZ work has begun to have characteristics such as
diversity, randﬂmnes;, complexity, and cumbersomeness_. In the daily deve_lopment of network TZ work, imprqper collaboration, imp_ruper cover, and lack of
prep_aratian are prone to occur. , Insufficient response, which often leads to unclear tasks, slow implementation, and low efficiency in TZ work.

Therefore, based on the current development trend and business direction of network TZ business, it is necessary 1o carry oul overall planning a.nd build a professional TZ
business comprehensive combat manag.ement platform to solve the.problems of secur?t-_-.r. concealment, collahn_:}rat.iﬂn, mghility and flexibility irn dqily TZ work. and .@Ugh the

establishment of mission-criented A comprehensive combat management platform that integrates , environment, resources and securily protection to fully integrate various resources, create safe

and concealed tlechnical measures, scientifically manage the use mechanism of TZ weapons and equipment, and establish and improve task process specifications.

2 Requirements analysis

The integrated combat platform should be able to solve the related mhlehs encountered by network T.Z services. It is asetof professional system platforms that can achieve high
degree of business integration, efficient and intensive res_murcas, efficient and practical collaboration, and build a security system.
The cunsirl.ll:',lil:ln_ crffh_a entire platform nmls 1u. miset this fallowing myimrctu
(1) High degree of busi_nesg inle_gra?ian
The integrated combat platform should be able to fully combine the characteristics of network TZ business, establish a standardized task-oriented management
mechanism, and build a complete set of business prme.sses from task releasel. receplion=pre-start, mid-control, and post-processing, and combine with business prmsses to form a_

centralized A platform that integrates a standardized working environment, solidified covert secure access links, flexible task release and approval management, and strict wehpﬂns use

Taiwan, comprehansively promote the highly integrated and standardized development of businass work,
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(2] Efficdent and Intensive resource utilization

The integrated combat platform should be able to fully integrate the actual business direction of TZ, make full use of virtualization technology and multi-interface collaboration
technology, integrate various combat environment resources such as links, weapons, technigues and tactics required for TZ work, and provide combat resources, combat Unified management and

application of the environment, combat weapons, and combat methods to create a comprehensive, centralized and efficient management and use platform that integrates environmental management,

weapans management, dala management and other resources,

(3) Collaboration is efficient and practical

The integraled combat platform should be able o provide a eross-time, cross-space, and cross-1ask collaborative working mechanism, Combined with the collaborative model of TZ business

wiork, various collaborative models in actual combat should be reflected on the platform, which can facilitate the technical personnel of the special investigation team in Collaborative operations,

combined operations, and team sharing of techniques, tools, equipment, and results are carried out on the platform to give full play to the advantages of collective operations. And the entire platform takes

practicality, ease of use, and ease of use as its fundamental goals, and achieves the overall construction purpose of being based on needs, serving the process, and improving combat effectiveness.

(4) Build a safety system

The integrated combat platform should be able to provide a safe and reliable s'ecurity prbtection system design around the TZ's business envirohment neads and combat
environment needs, and formulate high-intensity security protection strategies. According to various requirements such as safety regulations and safety standards, from physical

security, Comprehensive and detailed planning and scientific design are carried out from multiple dimensions such as equipment security, application security, data security and

=
management security, 5o as to protect the entire platform from damage and attacks,

3 Product Introduction

3.1 Product introduction
The integrated combat platform is a dedicated system platform based on solving actual combat problems. Under the entire business system, it belongs to the category
of combat units and is mainly used to organize and implement combat tasks. The integrated combat platform adopts physical isolation of internal and external networks. All combat

resources and combat environments are concentrated in the cloud with high-strength protection. Actual combat tasks are released through the intranet to ensure the security of

internal andlextemal network data. Actual combat team members can safely and covertly access the combat platform at any time, anywhere, through any network, and using any terminal
I

to carry out actual combat work.
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BEec_i-cn this platform, combat team members can achieve _cnllaboratiE operations in the 'same combat scenario for common tasks and goals, share resources,
intelligence and weapons and equipment, coordinate the progress, process and goals of combat tasks, and maximize the use of the team combat power. At the same time, the
cloud platform generates. an-assembled combat envirunmentl. solidifies security links, standardized security protection measures, and strict task process approval managemanT to
constrain the behavior of combat team members, strictly control and prevent external attacks, and ensure operational gecurit},r.
3.2 Product compaosition
The platform can be set up in a local deployment mode-Users can use server clusters of corresponding sizes according to their own needs. The platform can be
used after being deployed in the cluster. The product composition list is mainly as follows:
1. Integrated combat platform: 1 set
2. Integrated combat platform user manual: 1 copy

3.3 System architecture
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(sysiem architnchura diagram)

The integrated combat platform system is designed based on the overall network topology, which is divided from boftom to top: infrastructure, support platform

and application layer,

Infrastructure: Infrastructure is mainly the hardware resources required to deploy the .ﬂuppnrt plal‘fn-rm, including various network hardware equipment resources. The infrastructure

of the intranet business comprehansive management platform and the external network combat application management platform adopts virtualization technology and private cloud storage

technology. Realize cluster allocation and resource scheduling of hardware resources to maximize the performance of platform infrastructure resources.

Suppodt platform: The intranet business comprehensive managament plalform mainly deploys inlranel resourcs managament modules and inlrane business managemeant modules to meet daily neads,
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Delivery of TZ sewil::ez,—cumprehenshne application management EI‘_IEi ev_aluation of services, and comprehensive management?and maintenance of data returned tﬂ.rhdfli_lzr"TZ tasks. The
external network combat application management platform mainly deploys the external network task management module, combat environment managemeant module, weapan resource managameant
module and link resource management module. The task management management module is mainly used for task status tracking and progress viewing on the external network .platfnrm:
oErnbat The environment management module mainly includes functions such as da@tgr TZ mission environment issuance, environmeant generation, and environment destrl.lEiE:n: the weapon
resource management module mainly includes centralized management of various wgaponﬁ and equipment required for daily mission execution, and issuing weapons according ’Eu mission
reqiements. Fay vseg e [k resowres mensgement mesls meliy provies conprehenshss memegement fmaloms for seemiy eover [ils reguired for tsk creeilen, netver Iis tr iy
use, and other network link resources,

Application layer: Mainly provides the login intarface of the intranet business comprehansive management platform and the external network combat application managament platform, Users can
Iog in o the infranet IJI.ISiI'I-E.:SS mp_rgheqshe management platform and t_he external network ml:n_bat_ applicati::-n.n:lanagement pla_tfnrrn respecltiw.ralz.r thrqugh multiple s«ec_urity aumen.ticatinn and_veriﬂc_atipn

mechanisms. The two platforms provide different operating permissions and application interfaces based on user roles and identities. Further ensure the standardization and security of platform usea.

3.4 Network architecture

inranef platform
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The inlegrsilled combat platform is designed around the TZ business management idea. The intranst pl.a'l_'fﬂr!'n 5 deplcr:,n_-ed in the secure mmpute!r room in the user's jurisdiction, and the Ex:ternal
network platform is #apln?fed in the operator's computer room rented with a cover identity or the user's own cover base computer room, thus forming an entire Metwork architecture of inlegrated combat
platform. The network architecturs diagram mainly consists of three paris; the network environment of the intemal network platform, the netwaork enu.'ironrrrent of deploying the extermal network platform,
and the interaction between the intermal and &nfaﬂl-nel.mm environments.

Intranet platform network environment: In principle, the intranet platform is deployed in a secure computer room in the user's jurisdiction to build a private network (with the Internet

The netwaork is completely isolated and has no Internet access rights) or it can be deployed in the WA private network according to user needs to achieve control of the entire intranat platform.
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Privale network only.

External network platform network environment: The hardware resources of various platforms that carry the external network's combal environment, weapon resources, link
management, task management, etc. are deployed in a priﬁlfate cloud and deployed in the operator's computer room rented with a cover identity or the user's own cover base In the computer
room, combined with the particularity of each mo-duE’and lhE'.'I network complexity of the external network platfﬂrn, trje external network platfc_nn is prntectg{{ and isolated from the |

Internet through a firewall. The four management modules within the extlemal network also adopt corresponding protection strategies to alchieve mutual isolation. D_nl:.r open
nemssan.r ports tﬂ &Ehl&‘."& cumpliant_use ianu:l upgration of varous resources,

Metwork interaction in the internal and external network environment: mainly includes two directions. One is to transfer instructions fram the intermal network to the external network. The
transmission method must be I;fﬂil'le and cannot be transmitted through any physical connection method. The instructions must be encrypted and transmitted, and the instructions should be in accordance with

the agreed Data format and value speciﬁcaﬁn'-r; are written and transmitted. The second is o return the data collected by the task from the external network o mal intermal network. The return must be one-

way and can only be transmitied from the external netwaork to the internal netwaork. The return data must be encrypled before it can be transmitted. The return must be through a separate cover link.
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4 product features

4.1 Intranet platform functions

The infranat platform mainly includes an infranet business managemeant madule and an intranet resource management madule, The intranet business management module is a companant of the intranet

business comprehensive management platform and an important link in realizing a complete closed-loop process; the intranet rezource madule is mainly responsible for comprehensive managemeant of various

intranet resaurces and external network backhaul resources. To ensure the security of the intranel, a security sandbax module will be deployed on the front end of the intranet resourca management module.

(Intranet platform login interface)
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{Intramet platform home page)

4.1.1 Intranet business management module
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The infranet business management module mainly includes task management function, persunn_el management function, user management function, points managernent function,
lechnology and strategy sharing function, task statistics function, and log management function.
1) Task management function: Task management is the core function of the intranet business management platform. Authorized users
publish tasks through the task management module, ass_ign specific subtasks to subordinate team members, and review and comment on
the submitted task results. , as the basis for performance appraisal; team members can view assigned tasks through task managemeqt,

and can apply for new tasks as needed, or perform task transfer and other operations. Mainly include: task release, task viewing, task

review, task application, task transfer and task review.
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(Task view)
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(task review)

2) Personnel management function: The personnel management function is divided into two parts: personnel list and organizational structure. The personnel list facilitates authorized

personnel to quickly and easily manage personngl under the organization; the organizational structure displays the organizational chart within the unit.

6666 20 88 6666 20 88 6666 20 88 6666 20 a8

6666 20 88 6666 20 88

{Organization)
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(personnel list)

3) User management function: It mainly provides permission management for platform users, and divides different permissions according to the user's

identity, including user creation, permission allocation, task viewing, task sharing and other functions.

{Created by user)
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(personnel details)

4) Points management function: Provides assessment points records for each task. Each task will be set with different scores according to the difficulty of the task.

The background can conduct comprehensive evaluation and scoring based on task completion, completion efficiency, data results, etc. Points can be used in business

scenarios such as performance appraisal. Statistics and analysis of the tasks completed by the organization and personnel are carried out from two different dimensions,

showing managers the tasks completed by the organization and personnel 5HEI' the areas they are good at, and use this as a data basis for managers to

consider performance. Organizational assessment is a statistical assessment of the completion of tasks by the superior organization on the subordinate organization. Select

the organization, start time, and end time, and the system will display statistical information on the organization's task completion within the selected time period.
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The interest and time period (in months) can be selected independently according to needs. Statistical information includes the total number of tasks, the number of

completed tasks, task score distribution, etc., and the task score distribution displays the number and proportion of tasks in each score segment in the form of a chart.
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{Points managarment)

5) Techniques and tactics sharing function: used to exchange and share information such as internal experiences, techniques a_nd tactics within the private
network, as well as to acquire and learn cutting-edge technological knowledge. The knowledge management module supports multiple different dimensional
content sources, namely: sharing among group membars, latest content push, result review analysis, etc. The knowledge managameni maodule is similar to building
a BBS forum for communication on a private network. Users can post freely and view all shared posts.

a) Users need to fill in the post content and set attributes when posting. Set the post type (including knowledge items, bookmarks,
discussion/study meetings, simple PPT, etc.); enter the title, edit the content, upload attachments (size limit 10MB), and
preview the post instantly._‘fuu also need to select the visibility range: private (visible only to yuurseli}. pu!::li_c, pmter;_tecl (select
the visible range); set labels; select editable objects. When all content is completed, click Publish and the post can be
shared successfully.

b) Users can see a list of posts shared by all people. The list display includes the post's title, publisher, editing

time, type, public scope, and the number of collections, likes, and replies; click Collection, Like , reply can
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See a list of related people. Click on the title of .the post to enter the detailed information interface of the post. You can see the complete content of
the post, and you can reply to, favorite, and like the post. At the same time, the system will display the popularity of the article based on the click-through rate
and so on.
c) Users can view posts of a certain type by filtering-post types, and can also query posts published on a single
day.
d) The sharing content of the knowledge mana_qelment module can be the use of special technologies and tools, the sharing of practical cases, solutions o difficult
problems or requests for help, ete. The establishment of the knowledge management module enables the ordering, digitization, and codification of technical information,
technical means, and technical experience mastered by personnel within the -:'.urgani:'?ﬁﬂn which is conducive to strengthening knowledge exchange and sharing,
conducive to realizing collaboration and communication within the organization, and also helping It improves the professional skills of internal staff and

provides good training materials for new employee training. The technical skills and technical experence shared by people within the organization can also be used as

a supplemeant to performance appraisal.
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Imtegrated combat mtranat pladorm
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(View details)

6) Task statistics function: It is mainly divided into two parts: the first part is to count tasks in different states, tasks at different times, task

completion status and distribution of task types from the perspective of tas&s: the second part is based on resources Make statistics. and analyze the

distribution and usage of overall resources from the perspective of utilization.

T) Log management function: The log management function is only visible to administrators. They can view global operation logs, which are divided

into two parts: conditional retrieval and content display. In the conditional search section, the operation logs can be filtered by c_rperatiﬂn time, mntgnt kewnrds,_

and operation type. In the content display section, the relrieved log content is displayed.

a) The conditional retrieval part supports date retrieval, time retrileval, log cnntent retrieval, and type retrieval. At the same time, it also supports
multiple combinations of search conditions to filter logs more accurately.

b) Date retrieval - users can specify a specific start time and end time, and query all operation logs within that time
period;

c) Time retrieval - users can query all operation logs in the last hour, last six-hours, last day, last three-
days, and last week;

d) Log content retrieval - users can enter log content through the search box to perform precise or fuzzy matching on all
operations and find all relﬁva_nt operation records;

e) Type search - users can filter a-certain type of operation, including new, update, query, delete,
download, upload, review/approval, application, transfer, etc.

f) The content display part displays the retrieved results in the form of a list. The results include operation time, operator and
operation content.

g) Without any retrieval operation, the system will display all types of logs in the-last hour by default, and sort them in reverse chronological

order. When the search conditions change, the corres ponding search content is displayed.

15/32



ad combat ingraned platform T R | e 1 LN 1 1':1 I EEH R ]
o

SYSTEM MANAGEMENT

Syatem view syslem log 13 bachur

Eeep ] Ffr B I
B L TR afminumr W, e [ ae ]
T wd rimel R O adminuser e NS M n
Bl ERRE L, wan 1335 1837 m
FASFEELahkup dewn sdmimaser m
ST LE IS S e i EAL I 1S5RS | o
e i b Lo L R eI LT n
TS EiraT apadgeed W MR- TETERE m
WAETTEE: R T ST Rt adminussr 1 1228 16948 m
— . k adminuser FI A 1T B m
TR P p - P - | m

o - o ] a = I ¥ BEE 1 W T

(operation log)
4.1.2 Intranet resource management module

intranet resource management module mainly includes four major categonies: data resource management, template resource management, link rescurce management, and weapon resource management

Funchan, The

1) Data resource management function: mainly provides storage and management functions for returned data and notes, and can perform stalislicls and

repent displey en relumed dets, end czm view resenres sl Hiiee fmne, es well as (e everl wsflion of reseuress ceavpied by auienly cmevid

tasks. , and supports authorizing the returned data to be viewed and used by other users.
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(data source)

2) Template resource management function: You can guery and understand the number and usage of templates created on the target external network, as well as stafistical information

such as thae usage rabe of sach templabe,
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[template resource)

3) Link resource management function: Supports querying and mastering the configuration of external network link resources, and can select corresponding

link resources for task execution personnel according to the tasks issued.
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{link resource)

4) Weapon resource management function: Provides classification of various types of weapon resources and instructions and usage materials for corresponding weapon documents.

Weapon documents can only be viewed and studied on the intranat.
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{Weapon resources)

4.1.3 Security sandbox module
The security sandbox module mainly performs security detection on any files, data, programs, etc. that enter the intranet. Through the sandbox environment,
it simulates the viewing and rur_ming functions of jufaridﬁgjpmvided -:;Iata to detect the presence of viruses and malicious programs. and other high-risk data
files. It mainly' provides six functions: file import analysis, AP| detection, behavior analysis, process mirror analysis, PACP packeF capture anglgsis. and malicious

behavior screenshots.

1) File import analysis function: supports analysis of multiple file formats, including windows executable files, DLL files,
PDF documents, Office documents, malicious URLs, HTML files, PHP files, CPL files, VBS, ZIP compressed
files, jar files, python programs etc.

2) API detection function: It can track the win32 API call records of the malware process and all the processes it generates, and
provide early warning or record of malicious AP| behavioral calls.

3) Behavior analysis function: After the files to be detected are imported for analysis, the sufpvare's file creation, deletion, and download behaviors can be detlected
and recorded, so as to understand'@nd understand whether the software’s behavior complies with regulations and safety regulations.

4) Process image analysis function: The imported file program memory can be mirrored 1:1 to obtain a complete version of the memory image of the
software process for thorough analysis and comparison.

| 5} PACP packet capture analysis function: After the imported file is executed in the sandbox environment, if network traffic is generated, it can be captured through PACP

18/32



Format grab file program's network data for analysis, comparison and security testing.
B) Malicious behavior screenshot function: If the imported file is found to have malicious behavior in the file, such as file copying, file name modification
and crthenl' r‘naljcious behaviors, gc_raanshpl.s. will be .raandad..
4.1.4 Weapon resource management module
The weapons and equipment module is deployed on the external network platform, but the moadule is independent from other modules and prauid_es a multi-lf.agin authentication
mechanism o download and use weap-n:nn;_a;dgquupmam. The antire module provides weapon sandbo;c security detection functions, weapons library management functions, and weapons library
updgte f:.mctic_ns.

4.1.4,1 Weapon sandbox security detection function

It mainly provides various types of weapons that need to be built into the external network platform, provides a sandbox environment for security testing and inspection, and detects that all types

of weapons and equipment imported to the platform meet safety reguirements and usage requirements. The weapon sandbox security detection function alsc-r mainly provides program import analylsis and AP
I.t has six major Iunct_ions _ dgtgctiun. ba_ha\rior an_alygis, p_roqsrgs image analysis, _PAG F-‘_padiei caplum analysis, arld msllicfiuus hehaviur scra.aﬁs_huts.
1) Program import analysis function: supports analysis of multiple file formats, including windows executable files, DLL files,
PDF documents, Office documents, malicious URLs, HTML files, PHP files, CPL files, VBS, ZIP compressed files
files, jar files, python programs, etc.
2) AP detection function: It can track the win32 API call records of the malware process and all the processes it generates, and
provide early warning or record of malicious AP1 behavioral calls.
3) Beha_vinr analysis fu_nn::licrn: After the files to be detected are imported for ana_lj.rsis-, the software's ﬁ!a creation, deleﬁun. and download behaviors can be detected
and recorded, so as to understand and understand whether the software's behavior complies with regulatio ns and safety regulations. '
4) Process image analysis function: The impnrte'd file program memory can be mirrored 1:1 to obtain a complete version of the memory image of the
software process for thorough analysis and mmparison.
5) PACP packet capture analysis function: After the imported file is executed in the sandbox environment, if network traffic is generated, the network data of

the file program can be captured through PACP format for analysis, mmpé‘isun and security detection.

6) Malicious behavior screenshot function: If the imported file is found to-have malicious behavior, such as file copying, the file
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Take screenshots and record various malicious behaviors such as name modification
4.1.4.2 Weapon management function
The weapons Iib?;-ry-managernent function mainly includes EI:II'I'IDI'EhEI'I.Ei'-'E managemeant and maintenance applicafiﬂns- of various weapons resources on the external network, and mainly pru:u\ridea.
five major funciions: weapon storage managemaent, weapon slorage management, weapon information annataton, waapon classification encrypled storage, and weapon download log recording. Through standardized
management of weapons depots, we ensure the legal and compliant use of weapons.

1) Weapons storage management function: The weapons storage management platform provides basic functions such as weapons storage, retrieval, and display.

Weapons Management: PINE MANAGEMEMT
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(Weapon managament list)

21 Weapon storage management function: Weapons from each manufacturer and related documents such as instructions for use are stored in the weapons depol, and corresponding

records are generated on thedweapons depol managament platform

3) Weapon information annotation function: Weapon maintainers can search according to manufacturer, weapon category, name, etc. on the weapons library management

platform. The weapon library list displays information such as the category, manufacturer, version, rating, authorization expiration time, USE Key port, and whether|

the weapons in the curmrent weapons library have expired.
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4) Weapon classification encrypted storage function: Classification includes but is not limited to weapons for various types of tasks such as attack, defense, penetration,

reconnaissance, control, secret extraction, cracking, etc. All types of weapon tools are stored in an encrypted manner.

5) Weapon download log record: The weapons depot provides a log record of the behavior of weapons downloaded by personnel perfur_ming tasks to

facilitate traceability management and safety audits

4.1.4.3 Weapon library update function

The weapon library update function mainly provides management application functions for weapons that need to be eliminated, expired, and need to be upgraded, provides weapon

authorization update functions, provides weapon upgrade and update functions, provides historical version tracing, and weapon update log recording functions.

1) Weapon authorization update function: Weapon updates include authorization updates and version updates. When the weapon's authorization is about to expire,

the weapon maintainer will notify the user or the relevant weapons maintainer to renew the authorization.

2) Weapon upgrade and update function: When the current version of a weapon becomes outdated or invalid, the arsenal administrator will notify the user or the relevant

weapon maintainer to update the version,

3) Historical version tracing function: After the weapon version is updated, the installation source files of the three versions before this version update will

be retained. When problems arise during use of the updated weapon, version backtracking can be performed.

| 4) Weapon update logging function: The module will log and collect statistics on updated weapons, allowing real-time access to weapons information.
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The latest version pumber, update time and ather information of the sarver update.
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Weapon updates are-generally performed during non-working hours or system idle time. Weapons already loaded in the mission cloud host will not be

replaced and wpdated

4.2 External network platform functions

The function af the external network platform malnly consists of fouar parts: the external network task management module, the weapon resource management modube, the link resource applicatson module

amnd the combat enviranment mansgpement rmodube
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4.2.1 External network task management module
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The external network task management component displays the task list that the current user has created, supports the decryption of task QR codes generated

by the private network, and can generate task cloud hosts based on the decrypted task information. The task list includes the task name, the status of the enabled task cloud

host, and the task time limit. Each task generates up to three task cloud hosts.

After selecting the corresponding task, you can create a task cloud host or view the details of the generated cloud host. In the cloud host details,

you ean view the resource configuralian of each cloud host (including CPU, memory, hard disk, operating system, IP, language, time zone , installed software,

installed weapons, etc.).

Users can perform the following operations on the task cloud host: power on, soft shutdown, power off, forced restart, release the cloud host, change password,

maodify configuration, remote access, etc. Changing the password and maodifying the configuration requires the use of the personnel login QR code for secondary identity
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4.2.2 Combat environment management module

The combat environment management madule mainly provides cloud host management functions, template management functions, data return functions, task note functions,

——

and terminal access functions.
4.2.2.1 Cloud host management function
1) Task cloud host function: Task cloud host needs to be created in an established task. New;tasks require a valid task QR code and scan for authentication.
The way to verify the task QR code here is the same as logging in to the external application cloud platform, and ﬁ:ltiple verification methods

are supported:

a) Manual input: Obtain the login verification code through the mobile APP (the verification code is valid within 803 and can only be used once), implement verification

code authentication, and then log in to the platform through suxiliary authentication with an additional security code.
b} Matching login: Scan the QR code for personnel login through the PC or mobile terminal camera, and then log in after identification and verification in
the background.
c) Key login: The key here refers to the picture file of the QR code for personnel login. The background will identify and verify the
key before logging in.
After the task is created, the user can set the parameters of the task cloud host according to actual needs. The configuration limit of the task cloud host

(number of CPLU cores, memaory size, hard disk size) and the weapons that can be installed are determined by the task information carried by the task QR code. |
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Users cannot use weapons beyond the scope set by the mission. Weapons that need to be installed in the mission cloud host can be installed directly from the

weapons library platform, and the weapon installation source files are not landed on the mission cloud host. The operating system language and time zone settings

are to protect the operator's true_idsntity information. The IP selection system provides two options: public IP and private IP, which can be selected according

to actual needs.

After the task cloud host is generated, the network where the task cloud host is located is automatically disconnected from the management network of the external

application cloud platform to ensure the sec_urilyr and concealment of the_managemeﬁt network. The external application cloud platform will not store any task-related information or

task cloud host information, naor will an:; services be embedded in the task cloud host, ensuring the purity of the task cloud host and the security of the task.

Since the task is time-sensitive, the generated cnrraspc;nding task cloud host is also time-sensitive, and its existence time is shorter than the task timeliness.

After the task timeliness is reached, the task cloud host is automatically destroyed; or after the task is completed, the task cloud host is actively released. After the

task cloud host is destroyed, data cannot be recovered through hard disk recovery technology to ensure that task information, target information, and result data are
I i I

It is safe.

2) Temporary cloud host: Each user is allowed to create a temporary-cloud host. The temporary cloud host will be automatically destroyed after 24 hours. The temporary

cloud host does not support automatic installation of software.

Allowing the creation of temporary cloud hosts-is-a security precaution to prevent unrelated persons from logging into the external application cloud platform through

some means and performing unwarranted operations. Al the same time, it i5 also convenient for users to search for relevant information overseas, Users can set the parameters

of the cloud host according to actual needs.

4.2.2.2 Template management function

Supports generating templates from configured cloud hosts so that you can directly use the templates to create cloud hosts when necessary. The generated template is

not only visible to you, but can also be set to be open to other people in the organization,
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4.2.2.3 Terminal access function
The main purpose is to provide various verification opdes involved in the external network application platform, and to realize all functions of the external
network applicatiun;clnud platform web side on i0S and Android system devices, and is operable.

> Binding process

1) Set a 6-digit password for the cloud host management platform software

2) Scan-the QR code of the server address provided on the intranet

3) Scan the login QR code provided on the intranet

4)|Scan the additional security QR code

> PC login operation

1) Enter the 6-digit password to unlock the cloud host management platform software

2) Enter the login verification code and additional security code provided by the cloud host management platform software on the computer to log in

> Mobile login process

1) Enter the G-digit password to unlock the cloud host management platform software
2) Select mobile phone to log in

3) Scan/upload the login QR code provided by the intranet'to log in
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